
Security and Ethical Challenges of E-Business

Security and Control Issues in Information Systems

Introduction
There is no question that the use of information technology in E-business operations presents major security challenges, poses serious ethical questions, and affects society in significant ways.

E-Business, Security, Ethics, and Society 
The use of IT in E-business has major impacts on society, and thus raises serious ethical issues in the areas such as:

· Crime

· Privacy

· Individuality

· Employment

· Health

· Working Conditions

Computer Crime in E-Business
Computer crime is a growing threat to society by the criminal or irresponsible actions of computer individuals who are taking advantage of the widespread use of vulnerability of computers and the Internet and other networks.  It thus presents a major challenge to the ethical use of information technologies.  E-computer crime poses serious threats to the integrity, safety, and survival of most E-business systems, and thus makes the development of effective security methods a top priority.

Computer crime is defined by The Association of Information Technology professionals (ATIP) as including:

· The unauthorized use, access, modification, and destruction of hardware, software, data, or network resources.

· The unauthorized release of information

· The unauthorized copying of software

· Denying an end user access to his or her own hardware, software, data, or network resources

· Using or conspiring to use computer or network resources to illegally obtain information or tangible property.

Hacking:

Hacking is the obsessive use of computers, or the unauthorized access and use of networked computer systems.  Illegal hackers (also called crackers) frequently assault the Internet and other networks to steal or damage data and programs.   Hackers can:

· Monitor E-mail, web server access, or file transfers to extract passwords or steal network files, or to plant data that will cause a system to welcome intruders.

· Use remote services that allow one computer on a network to execute programs on another computer to gain privileged access within a network.

Hackers can:

· Monitor E-mail, web server access, or file transfers to extract passwords or steal network files, or to plant data that will cause a system to welcome intruders.

· May use remote services that allow one computer on a network to execute programs on another computer to gain privileged access within a network

· Use Telnet, an Internet tool for interactive use of remote computers, to discover information to plan other attacks.

Cyber-Theft

Many computer crimes involve the theft of money.  In the majority of cases, they are “inside jobs” that involve unauthorized network entry and fraudulent alternation of computer databases to cover the tracks of the employees involved.

Unauthorized Use at Work:
The unauthorized use of a computer system is called time and resource theft.  A common example is unauthorized use of company-owned computer networks by employees.  This may range from doing private consulting or personal finances, or playing video games to unauthorized use of the Internet on company networks.  Network monitoring software called sniffers is frequently used to monitor network traffic to evaluate network capacity, as well as reveal evidence of improper use.

Software Piracy:
Computer programs are valuable property and thus are the subject of theft from computer systems.  Unauthorized copying of software or software piracy is a major form of software theft because software is intellectual property, which is protected by copyright law and user licensing agreements.

Piracy of Intellectual Property:
Software is not the only intellectual property subject to computer-based piracy.  Other forms of copyrighted material, such as music, videos, images, articles, books, and other written works are especially vulnerable to copyright infringement, which most courts have deemed illegal.  Digitized versions can easily be captured by computer systems and made available for people to access or download at Internet websites, or can be readily disseminated by E-mail as file attachments.  The development of peer-to-peer (P2P) networking has made digital versions of copyrighted material even more vulnerable to unauthorized use.  

Computer Viruses:
One of the most destructive examples of computer crime involves the creation of computer viruses or worms.  They typically enter a computer system through illegal or borrowed copies of software, or through network links to other computer systems.  A virus usually copies itself into the operating systems programs, and from there to the hard disk and any inserted floppy disks.  Vaccine programs, and virus prevention and detection programs are available, but may not work for new types of viruses.

Virus  - is a program code that cannot work without being inserted into another program.

Worm - is a distinct program that can run unaided.   

Privacy Issues
The power of information technology to store and retrieve information can have a negative effect on the right to privacy of every individual.  For example:

· Confidential E-mail messages by employees are monitored by many companies

· Personal information is being collected about individuals every time they visit a site on the World Wide Web

· Confidential information on individuals contained in centralized computer databases by credit bureaus, government agencies, and private business firms has been stolen or misused, resulting in the invasion of privacy, fraud, and other injustices.

· Unauthorized use of information can seriously damage the privacy of individuals.

· Errors in databases can seriously hurt the credit standing or reputation of individuals.

Some important privacy issues being debated in business and government include the following:

· Accessing individuals’ private E-mail conversations and computer records, and collecting and sharing information about individuals gained from their visits to Internet Web sites and newsgroups (violation of privacy).

· Always “knowing” where a person is, especially as mobile and paging services become more closely associated with people rather than places (computer monitoring)

· Using customer information to market additional business services (computer matching).

· Collecting telephone numbers and other personal information to build individual customer profiles (unauthorized personal files).

· Using automated equipment either to originate calls or to collect caller information (caller identification).

Privacy on the Internet:
The Internet is notorious for giving its users a feeling of anonymity, when in actuality; they are highly visible and open to violations of their privacy.  Most of the Internet and its World Wide Web and newsgroups are still a wide open, unsecured, electronic frontier, with no tough rules on what information is personal and private.  You can protect your privacy in several ways:

· Use encryption to send E-mail (both sender and receiver must have encryption software).

· Anonymous remailers to protect your identify when you add comments in newsgroup postings.

· Ask Internet service provider not to sell your name and personal information to mailing list providers, and other marketers.

· Decline to reveal personal data and interest on online service and web sites user profiles.

Computer Matching:
Computer matching is the use of computers to screen and match data about individual characteristics provided by a variety of computer-based information systems and databases in order to identify individuals for business, government, or other purposes.  Unauthorized use or mistakes in the computer matching of personal data can be a threat to privacy.  For example, an individual’s personal profile may be incorrectly matched with someone else.  

Computer Libel and Censorship

The opposite side of the privacy debate is the right of people to know about matters others may want to keep private (freedom of information), the right of people to express their opinions about such matters (freedom of speech), and the right of people to publish those opinions (freedom of the press).  Some of the biggest battlegrounds in the debate are the bulletin boards, E-mail boxes, and online files of the Internet and public information networks, such as America Online and the Microsoft Network.  The weapons being used in this battle include spamming, flame mail, libel laws, and censorship.

Spamming - is the indiscriminate sending of unsolicited E-mail messages (spam) to many Internet users.  Spamming is the favorite tactic of mass-mailers of unsolicited advertisements, or junk E-mail.  Spamming has also been used by cyber criminals to spread computer viruses or infiltrate many computer systems.

Flaming - is the practice of sending extremely critical, derogatory, and often vulgar E-mail messages (flame mail), or newsgroup postings to other users on the Internet or online services.  Flaming is especially prevalent on some of the Internet’s special interest newsgroups.  The Internet is very vulnerable to abuse, as it currently lacks formal policing, and lack of security.
Other Challenges:

Employment Challenges:
The impact of IT on employment is a major ethical concern and is directly related to the use of computers to achieve automation of work activities.  The use of E-business technologies has created new jobs and increased productivity.  However, it has also caused a significant reduction in some types of job opportunities.  

Computer Monitoring:
One of the most explosive ethical issues concerning the quality of working conditions in E-business is computer monitoring.  Computers are being used to monitor the productivity and behavior of employees while they work.  Supposedly, computer monitoring is done so employers can collect productivity data about their employees to increase the efficiency and quality of service.  Computer monitoring has been criticized as unethical because:

· It is used to monitor individuals, not just work, and is done continually, thus violating workers’ privacy and personal freedom.

· Is considered an invasion of the privacy of employees, because in many cases, they do not know that they are being monitored, or don’t know how the information is being used.

· Employee’s right of due process may be harmed by the improper use of collected data to make personnel decisions.

· It increases the stress on employees who must work under constant electronic surveillance.

· It has been blamed for causing health problems among monitored workers.

· Blamed for robbing workers of the dignity of their work.  

Challenges in Working Conditions:
Information technology has eliminated some monotonous or obnoxious tasks in the office and the factory that formerly had to be performed by people.  Thus, IT can be said to upgrade the quality of work.  Though, many automated operations are also criticized for relegating people to a “do-nothing” standby role.

Challenges to Individuality:

A frequent criticism of E-business systems concerns their negative effect on the individuality of people.  Computer-based systems are criticized as:

· Being impersonal systems that dehumanize and depersonalize activities, since they eliminate the human relationships present in non-computer systems.  Humans feel a loss of identity.

· Humans feel a loss of individuality as some systems require a regimentation of the individual, and demanding strict adherence to detailed procedures.

Computer-based systems can be ergonomically engineered to accommodate human factors that:

· Minimize depersonalization and regimentation.  

· Design software that is “people-oriented” and “user-friendly.”

Health Issues:
The use of IT in the workplace raises a variety of health issues.  Heavy use of computers is reportedly causing health problems such as:

· Job stress

· Damaged arm and neck muscles

· Eye strain

· Radiation exposure

· Death by computer-caused accidents

Ergonomics: 
Solutions to some health problems are based on the science of ergonomics, sometimes called human factors engineering.  The goal of ergonomics is to design healthy work environments that are safe, comfortable, and pleasant for people to work in, thus increasing employee morale and productivity.  

Ergonomics stresses the healthy design of the workplace, workstations, computers and other machines, and even software packages.  Other health issues may require ergonomic solutions emphasizing job design, rather than workplace design.  

Societal Solutions:
Computers and networks like the Internet, and other information technology can have many beneficial effects on society.  IT can be used to solve human and societal problems through societal solutions such as:

· Medical diagnosis

· Computer-assisted instruction

· Governmental program planning

· Environmental quality control

· Law enforcement

You and Ethical Responsibility: 
As a business end user, you have a responsibility to do something about some of the abuses of information technology in the workplace.  These responsibilities include properly performing your role as a vital human resource in the E-business systems you help develop and use in your organizations.

The AITP code provides guidelines for ethical conduct in the development and use of information technology.  End-users and IS professionals would live up to their ethical responsibilities by voluntarily following such guidelines.  For example, you can be a responsible end user by:

· Acting with integrity

· Increasing your professional competence

· Setting high standards of personal performance

· Accepting responsibility for your work

· Advancing the health, privacy, and general welfare of the public

Encryption
Encryption of data has become an important way to protect data and other computer network resources especially on the Internet, intranets, and Extranets.   Encryption characteristics include:

· Passwords, messages, files, and other data can be transmitted in scrambled form and unscrambled by computer systems for authorized users only.

· Encryption involves using special mathematical algorithms, or keys, to transform digital data into a scrambled code before they are transmitted, and to decode the data when they are received.

· The most widely used encryption method uses a pair of public and private keys unique to each individual.  For example: E-mail could be scrambled and encoded using a unique public key for the recipient that is known to the sender.  After the E-mail is transmitted, only the recipient’s secret private key could unscramble the message.

· Encryption programs are sold as separate products or built into other software used for the encryption process.

· There are several competing software encryption standards, but the top two are RSA and PGP.  

Fire Wall 

Fire Wall computers and software is another important method for control and security on the Internet and other networks.  A network firewall can be a communications processor, typically a router, or a dedicated server, along with firewall software.  Firewall computers and software characteristics include:

· A firewall serves as a “gatekeeper” computer system that protects a company’s intranets and other computer networks from intrusion by serving as a filter and safe transfer point for access to and from the Internet and other networks.

· A firewall computer screens all network traffic for proper passwords and other security codes, and only allows authorized transmissions in and out of the network.

· Firewalls have become an essential component of organizations connecting to the Internet, because of its vulnerability and lack of security.

· Firewalls can deter, but not completely prevent, unauthorized access (hacking) into computer networks.  In some cases, a firewall may allow access only from trusted locations on the Internet to particular computers inside the firewall.  Or it may allow only “safe” information to pass.  

· In some cases, it is impossible to distinguish safe use of a particular network service from unsafe use and so all requests must be blocked.  The firewall may then provide substitutes for some network services that perform most of the same functions but are not as vulnerable to penetration.

Denial of Service Defenses

The Internet is extremely vulnerable to a variety of assaults by criminal hackers, especially denial of service (DOS) attacks.  Denial of service assaults via the Internet depend on three layers of networked computer systems, and these are the basic steps E-business companies and other organizations can take to protect their websites form denial of service and other hacking attacks.  

· The victim’s website

· The victim’s Internet service provider (ISP)

· The sites of “zombie” or slave computers that were commandeered by the cyber criminals.

E-Mail Monitoring

Internet and other online E-mail systems are one of the favorite avenues of attack by hackers for spreading computer viruses or breaking into networked computers.  E-mail is also the battleground for attempts by companies to enforce policies against illegal, personal, or damaging messages by employees, and the demands of some employees and others, who see such policies as violations of privacy rights.  

Virus Defenses

Many companies are building defenses against the spread of viruses by centralizing the distribution and updating of antivirus software, as a responsibility of there IS departments.  Other companies are outsourcing the virus protection responsibility to their Internet service providers or to telecommunications or security management companies.

Other Security Measures:

A variety of security measures are commonly used to protect E-business systems and networks.  These include both hardware and software tools like fault-tolerant computers and security monitors, and security policies and procedures like passwords and backup files.  

Security Codes:

Typically, a multilevel password system is used for security management.  

· First, an end user logs on to the computer system by entering his or her unique identification code, or user ID.    The end user is then asked to enter a password in order to gain access into the system.

· Next, to access an individual file, a unique file name must be entered.

Backup Files

Backup files, which are duplicate files of data or programs, are another important security measure. 

· Files can be protected by file retention measures that involve storing copies of files from previous periods.  

· Several generations of files can be kept for control purposes.  

Security Monitors

System security monitors are programs that monitor the use of computer systems and networks and protect them from unauthorized use, fraud, and destruction.  

· Security monitor programs provide the security measures needed to allow only authorized users to access the networks.

· Security monitors also control the use of the hardware, software, and data resources of a computer system.

· Security monitors can be used to monitor the use of computer networks and collect statistics on any attempts at improper use.

Biometric Controls:

Biometric controls are security measures provided by computer devices, which measure physical traits that make each individual unique.  This includes:

· Voice verification


· Fingerprints

· Hand geometry

· Signature dynamics

· Keystroke analysis

· Retina scanning

· Face recognition

· Genetic pattern analysis

Computer Failure Controls:

A variety of controls are needed to prevent computer failure or to minimize its effects.  Computer systems may fail due to:

· Power failure 

· Electronic circuitry malfunctions

· Telecommunications network problems

· Hidden programming errors

· Computer operator errors

· Electronic vandalism

Computer Failure Controls

The information services department typically takes steps to prevent equipment failure and to minimize its detrimental effects.  For example:

· Programs of preventative maintenance of hardware and management of software updates are commonplace

· Using computers equipped with automatic and remote maintenance capabilities

· Establishing standards for electrical supply, air conditioning, humidity control, and fire prevention standards

· Arrange for a backup computer system capability with disaster recovery organizations.

· Scheduling and implementing major hardware or software changes to avoid problems.

· Training and supervision of computer operators.

· Using fault tolerant computer systems (fail-safe and fail-soft capabilities)

Fault Tolerant Systems  :  
Many firms use fault tolerant computer systems that have redundant processors, peripherals, and software that provide a fail-over capability to back up components in the event of system failure. 

· Fail-Safe - Fail-Safe refers to computer systems that continue to operate at the same level of performance after a major failure.

· Fail-Soft - Fail-soft refers to computer systems that continue to operate at a reduced but acceptable level after a system failure.

Disaster Recovery

Hurricanes, earthquakes, fires, floods, criminal and terrorist acts, and human error can all severely damage an organization's computing resources.  Many organizations, like airlines and losing even a few hours of computing power for example, cripples banks.  That is why it is important for organizations to develop disaster recovery procedures and formalize them in a disaster recovery plan.  It specifies which employees will participate in disaster recovery, and what their duties will be; what hardware, software, and facilities will be used; and the priority of applications that will be processed.  Arrangements with other companies for use of alternative facilities as a disaster recovery site and off site storage of an organization's databases are also part of an effective recovery effort.
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