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Abstract: The article deals with the steps, objectives aindgss of internal audit

assignment of enterprise knowledge managemenganaation. The objective of

the article is to propose a model of internal aadgignment in an organization
based on the International Professional Practiceas&work (IPPF) published by

the Institute of Internal Auditors and implemenbit an assignment focused on
enterprise knowledge management. Besides the gradesternal audit mission,

the article proposes the main risks connected ®® dhterprise knowledge

management and possible ways how to test thesg askwell as verification of

risk management and the internal control systethigarea.
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1 Introduction

Every business activity is connected with somestigkere are various types of risks which
organizations are currently facing, e.g. strategiq operational risk, financial risk, compliance
risk or reputational risk (Simak, 2006). Due to amigational changes in the global business
environment in the last century and the recentwgian in corporate governance, the internal
auditing profession has evolved gradually with gregress of management and corporate
governance. In the scope of internal audit, thezéapics such as an organization's governance,
risk management and internal control system, bigrmal audit frequently focuses also on
efficiency and effectiveness of operations and d@npe with laws (Dveécek, 2003).

Organizations are not independent and isolatecestgopn the market and they are strongly
influenced by current trends in global economy. Thkated literature (Kuzmisin, 2010;
Marthinsen, 2016) states that in the current maskesation, organizations are under a lot of
pressure of competition. The economic environmentturbulent and the economic
development is unstable. Despite this, there aneesmovements which bring a change of
business paradigm: globalization and digitalizatidoday, as it was stated by Friedman
(2005), because of globalization, the world migigra small and “flat” in several ways. Despite
the fact that some of the globalization impacts hhigreate such a perception, the global
business environment is definitely more complexjaigic and competitive and permanently
creates new challenges for organizations (Petrikegllia&ikova, 2016). Digitalization affects
organizations on various levels. Today, compansg®ure and store tremendous amounts of
information about every aspect of their businessirtcustomers, partners, vendors, markets,
and more. But with the rise in the quantity of im@tion, there is corresponding decrease in
its quality - a problem businesses recognize aadvarking feverishly to solve (Loshin, 2001,
p. 28).

With the development and evolution of enterpriseovidedge management, a new
connection to risk environment and risk managenoérnbhe company appears. It makes the
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enterprise knowledge management an ideal candiolabeing the subject of an internal audit
assignment to ensure its effectivity and well-ba&xhrisks.

2 Theoretical Background

In this section, the introductory and topic-relevarformation will be defined, such as
internal audit, its definition and process and gnise knowledge management.

2.1 Internal Audit

According to the definition of Internal Auditing ithe [IA's International Professional
Practices Framework (IPPF), internal auditing ia fadependent, objective assurance and
consulting activity designed to add value and impran organization's operations. It helps an
organization accomplish its objectives by bringiagsystematic, disciplined approach to
evaluate and improve the effectiveness of risk gameent, control and governance processes.”

Performed by professionals with in-depth understanof the business culture, systems,
and processes, the internal audit activity providesurance that internal control in place is
adequate to mitigate the risks, governance prosesse effective and efficient, and
organizational goals and objectives are met. Thpesand focus of internal audit in an
organization might be comprehensibly characteriagdhe following activities: evaluating
emerging technologies, analysing opportunities,memeng global issues, assessing risks,
control, ethics, quality, economy, and efficienSuch diversity gives internal auditors a broad
perspective of the organization. And that, in tumakes internal auditors a valuable resource
to the executive management and boards of direatoeccomplishing overall goals and
objectives, as well as in strengthening internackhand organizational governance (The
Institute of Internal Auditors, 2017).

There is not any unalterable audit process schiéweries from organization to organization
depending on its own governance. Steps of perf@mmaudit assignment might be generally
defined as follows, in line with the 11A's Interinatal Professional Practices Framework (2017)
and other sources, such as the Chartered Institutgéernal Auditors (2014):

» Establishing the planned scope of the audit assgirit is very often based on the
regular audit planor the decision to perform an audit assignmetiesresult of a
management request.

» Conducting of interviews, meetings with the auditegether with the request for
introductory data to gain deeper understanding®fidited area. There are various
sources of information.

« Based on the previous stages, specification dinlaéscope of the audit assignment,
together with identification of the area to verilyring audit. There is one goal: focus
on the most significant risks related to the autlgeea.

* Performing audit fieldwork — so-called testing agrification phase. There are
various activities performed in this phase in otdesbtain audit evidence-and-results
about audited risks and controls:

o Discussion and observation of monitoring controlie aim is to determine
that the controls used by the management ensuratghe risk management
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framework is working are designed to achieve thigctive and to show that
they are working as designed.

o Individual audit testing of pre-defined issues €3é activities may also be
required to provide extra evidence that resporsé&sy risks.

o Conclusions on the internal control system and msihagement processes
covered by the assignment.

o Fieldwork encompasses all the efforts of the irdkauditor to accumulate,
classify, and appraise information so as to en#ieauditor to form an
opinion and to make any needed recommendatiorimfmovement.

* Reporting and feedback (drafting of an audit repmyhfirmation by the auditee and
a final audit report).

2.2 Enterprise Knowledge Management

To be able to conduct an audit assignment on ttermrse knowledge management in an
organization, we must identify the assignment prigpencluding its various features in theory
and practice.

According to Girard (2015), the knowledge managen(leereinafter referred to as “KM”)
is the process of creating, sharing, using and giagahe knowledge and information of an
organisation. It adds value to achieving the orzgtion’s objectives by multidisciplinary use
of the knowledge. The concept of knowledge managémeght be considered as new, as only
two decades old. It was introduced and then estadali by Nonaka in the 1990s (Nonaka,
1994), mainly by the process of knowledge trandfdi. refers to identifying and leveraging
the collective knowledge in an organization (Krog898). KM systems refer to a “class of
information systems applied to managing organiraticknowledge, and are developed to
support and enhance the organizational processkafledge creation, storage, retrieval,
transfer, and application, mainly at organizatiqealporate) workplaces” (Baréo, et. al, 2017,
p. 735). The practical implementation of KM veryesf has a form of Knowledge Management
Systems (hereinafter referred to as “KMS”). Ruzimirijevic (2014, p. 1) stated that "A
knowledge management system (KMS) is a system pmlysng and using knowledge
management principles.” This system consists otgseses of knowledge creation and its
transmission - knowledge transfer. By Benoit, et(2011) the KMS is collection of three
subsystems:

* People interactions;
» Technology acting;
» Organizational structures.

Loshin (2001) identifies that data are some of rtiwst important aspects of KMS in an
organization. He proposes an easily adaptable rdelbgy for defining, measuring, and
improving data quality. In the current era of “loigta”, he requires understanding of the value
of data quality; then he proceeds to outlining afadquality rules and domain-and-mapping-
based approaches to consolidating enterprise kigwle

In the current literature, the merger of risks, tools and internal audit with knowledge
management is not very common. In her article iRDimitrijevic (2014) dealt-in-her-article
with the issues of risk management and knowledgeagement as the integral elements of
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business management. Besides that, there are samniticies on the relationship of knowledge
management and audit, e.g. Lauer and Tanniru (200hp deal with the knowledge

management audit, or Rodgers, Mubako and Hall (RO%ho focus on the knowledge

management in audit engagement planning.

In the following text, the article will focus ondhnternal audit assignment of knowledge
management and the knowledge management systém @nterprise.

3 Methodology

The objective of the article is to propose the galneodel of internal audit assignment in
organization based on The International ProfessPractices Framework (IPPF) published by
The Institute of Internal Auditors and implementom assignment focused on enterprise
knowledge management.

The processing of the article was divided into ehparts. First part was focused on the
synthesis of the existing knowledge in the contexarticle’s topic. To suggest the general
model of internal audit assignment of enterprisevkiedge management in organization, the
literature review was created. Methods of summamgnthesis and analogy were used.
Literature review stated the basic theoretical bamlind and assumptions for further work.
Results of first part are summarized in chaptef th® article.

Second phase focused on the empirical researcbrder to test validity of qualitative
research approach in the article, the triangulabbmlata sources was applied through the
convergence of information from different sourcése methods of qualitative research were
chosen: observation, semi-structured interviewss @gacuments analysis (see following Fig.
1). Triangulation refers to the use of multiple huets or data sources in qualitative research to
develop a comprehensive understanding of phenofiatton, 2001; Hendl, 2016).

QualitativeResearct\pproach

» Analysisof documentgrules, procedures, internal methodology) connected to
Enterprise Knowledge Management in companies.

» Observation of processes in Enterprise Knowledge Management in companies
» Semi-structured interviews with a determined sample of managers.

Fig. 1 Qualitative Research Methodology
Source: Author, 2017

In order to characterize general model of inteenalit assignment of enterprise knowledge
management, the chosen methods were applied indifferent companies. As the article
includes business-sensitive information about m#kmprocesses, the companies remained
anonymous. Their characteristics were following:

e Company A: Privately held consumer financing compattive in Slovakia,
considered as a medium enterprise according togebhmmendation 2003/361.

« Company B: Privately held provider of internet ceation and related IT services in
Slovakia considered as a medium enterprise acartinEU recommendation
2003/361.
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There were 6 semi-structured interviews in totathwinanagers directly or indirectly
connected to the Enterprise Knowledge Managememith-managers governing Enterprise
Knowledge Management, but also with others whdlagenain and the most frequent users of
Enterprise Knowledge Management. There were varfmasesses considered, mainly in
connection to IT systems, general function, peextivisks, implemented controls and
involvement of human factor. Author was grantechweitcess to some internal documentation.

In the third phase, the results of the researcle wymnthetized and interpreted. Results and
statements were obtained by the deduction methuidd Phase also defined asset of article
for theory and practice.

4 Results and Discussion

Based on the information presented in previous tenigpthe goal of the audit assignment of
enterprise knowledge management in organizatiopraposed as following: The goal of
internal audit assignment of organization’s enisgoknowledge management is to provide an
independent and objective assurance that risk nesmegt, internal control system and controls
together with strategic and day-to-day operatiohenterprise knowledge management add
value and help an organization to accomplish ijeatlves.

Internal auditor must be able to set limits to wisand what is not in the scope of the audit
assignment. In case of KM, perhaps the followinfiniteon provides boundaries of steering so
wide issue such as KM: “Knowledge management iseigline that promotes an integrated
approach to identifying, capturing, evaluatingriesing, and sharing all of an enterprise's
information assets. These assets may include daspdocuments, policies, procedures, and
previously un-captured expertise and experiendedividual workers.” (Koenig, 2012).

The conducted empirical research in case of twopzones described in chapter 3 indicated
that audit assignment should focus on several ameamtext of risk management, governance
and effectivity/efficiency. Audit assignment woukhuire a multidiscipline approach, because
KM itself is a “multidiscipline approach to achieg organizational objectives by making best
use of knowledge” (AS5037, 2003, p. 7).

Gained results were compared and enriched by sesthier authors, e.g. Benoit, Bernard
and Carlos (2011), Fehér (2002), and Jamieson aadd-(2003).

Key identified risks and issues for audit fieldwankd testing are following, together with
additional specifications:

* Fraud risk consideration — are there any expercrfceuds connected to the
knowledge management in company? Are fraud scenataveloped? Is fraud
prevention in place? Are fraud red flags of knowledtealing available?

* Access Rights — are there any controls for reg@aiew of access rights to KMS?
What are the rules for passwords and logins? lisigcin KMS traceable? The
testing should focus also on verification whetlmnfer employees and transferred
employees do not have access rights to KMS and ottportant IT systems.

 Data Quality — are there any controls over dataliiyudo ensure that data
management risks are identified and addressethald data” defined and searched?
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Data ownership and business requirements - eriBatedata responsibilities for
business rules description are reasonably assemegerformed

People — are for employees directly involved in K KMS set any (and correct)
Key Performance Indicators and Key Risk Indicatgks@ training plans correctly
set (both for users and for involved employees)?

Governance — is there adequate and well-knowneglyategarding KM in a
company? Is it based on the internal documentadioth involvement of higher
management? Is there sharing of information andlootative culture (in the context
of “need to know” concept).

Evaluate the availability of information, navigati@nd searching of knowledge.
How accurate is the searching for information?

Data - data warehousing, data mining, and knowlegmovery

Is the user support effective? Are complaints aadommendations of users
reviewed?

Assess the trust in the KMS and in information/dayausers. Also focus on the
management of user perception of the usefulnekd/of

Assess the electronic (digital) knowledge databpbkgsical security, possibility of
data loss (viruses, system crashes, insufficieok-b@s, and hackers), overload,
interface problems, etc.

Evaluate maintenance activities — frequency, adggaad competency.

Are there any controls within KM and KMS functioA®Pe they need, effective and
correctly designed? Do they cover main risks?

5 Conclusions

“Knowledge management is the focus of agile orgations and research has shown that an
organization's competitive advantage is directfgeed by its ability to create, identify, share,
and apply knowledge” (Alavi & Leidner, 2001; Rodge2016; Rogers, Mubako, Hall, 2017).

On one hand, there is no doubt that enterprise letdge management and knowledge
management system play and will play a significesie in ensuring productivity and
competitiveness of organization. On the other hhlke any other activities of the organization,
it might be a source of some risks with variousatulity and impact. Internal audit is able to
address these risks and review the efficiency ofldeadge management in organization.

There were various risk categories identified fotgmtial audit assignment. The main results
might be defined as data quality, knowledge stgahmaintenance, trust and user experience of
knowledge database.
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